
PROTECTING CRITICAL INFRASTRUCTURE WITH NEXT GENERATION FIREWALLS

Ian Gemski | Managing Director | Tekgem (UK) Limited | ian.gemski@tekgem.co.uk | www.tekgem.co.uk



NETWORK LAYOUT
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NGFW DEMO – PROTECTION FROM TARGETED ATTACKS

Secure remote access to industrial networks using Multi 
Factor Authentication to authorised systems only. 

Protect unpatched systems against exploits that target 
network based vulnerabilities such as the RDP Bluekeep 
vulnerability using IPS virtual patching.

Detection with real-time network security monitoring by
identifying potential malicious activity to alert & notify of 
cyber security incidents.

NGFW industrial protocol protection policies including 
MODBUS, OPC, PROFINET etc. to secure process comms 
and prevent unauthorised industrial communications. 

Scan & block the transfer of malicious files over http(s), 
smb, ftp etc using built-in network based antivirus. 
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QUESTIONS

Bridging the gap between Information Technology & Operational Technology

Customers that partner with us to secure their critical infrastructure
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